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Part "Original Cigital Coding Rule in XML"

Mime-type: text/xml, size: 4667 bytes

Attack Category

e Denial of Service
e Malicious Input

Vulnerability Category

¢ No Null Termination
* Buffer Overflow
* Unconditional

Softwar e Context e String Management
L ocation « shlwapi.h (interface for Windows light weight
utility APIs)
Description Copies and appends characters from one string to the
end of another.
This API suffers from classic "string buffer filling
and copying" null termination problems.
Result not guaranteed to be NULL terminated (and is
documented as such in M'S documentation.)
Use one of the following alternatives: StringCbhCat
(or StringCbhCatEx) or StringCchCat (or
StringCchCatEXx).
APIs Function Comments
Name
StrCatBuff
StrCatBuffA
StrCatBuffw

Method of Attack

Attacker can exploit this by filling buffer to exact
capacity, not leaving room for the NULL terminating
character. Successive access to the buffer could
cause asimple DoS crash or worse, explait it to
overrun another buffer and take control of the
computer.

Exception Criteria

Solutions

Solution
Description

Solution

Applicability Efficacy

Solution

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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Always For purposes Effective.
when using of general
StrCatBuff() portability and
safety write a
wrapper around
strcatbuff which
aways checks
that target
buffer isnull
terminated.

Always. Replace with Effective.
one of the

newer libraries
that better
handles NULL
termination:
StringChCat,
StringCbCatEx
from the
SHLWAPI
libraries or
StringCchCat,
StringCchCatEx.

Always. Make sure Effective.
buffer isnull
terminated
with apost-call
statement like
buffer[sizeof (buffer)-1]="0";

Signature Details

Examples of Incorrect Code

LPTSTR StrCatBuff(LPTSTR
pszDestination,LPCTSTR pszSource,int
cchDestBuffSize);

strcatbuff(fil, p, strlen(fil) +
strlen(p));
printf("%", fil);

Examples of Corrected Code

strcatbuff(fil, p, strlen(fil) +
strlen(p) + 1);
fil[sizeof (fil) - 1] = '\0";

printf("%", fil);

Sour ce References

e http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/shellcc/platform/shell/

reference/shlwapi/string/strcatbuff.asp?

»  http://groups-beta.google.com/group/
microsoft.public.win32.programmer.kernel/
browse_thread/thread/4f25e8f 2cf4bb230/
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Recommended Resour ce

Discriminant Set Operating System +  Windows
L anguages e C
o CH++
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